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Abstract
Public announcements of data breaches do not affect all companies the same. Data security and
hacking and their effect on companies have become popular subjects to study since the start of the
2000s. By measuring the cumulative abnormal return (CAR) of stocks, it has been found in previous
studies that announcements of a data breach do negatively affect the stock’s return after the public
announcement. The cumulative abnormal return is a finance term used to measure the impact of an
event on a stock. To expand on past research, and to examine to see if there is any correlation between
the year of the public announcement of a company data breach and the cumulative abnormal return,
this paper measures the cumulative abnormal return of stocks that announced a data breach for the
years 2005-2018. The data set consists of over 300 incidents of publicly traded companies that suffer
data breaches from 2005-2018. The cumulative abnormal return for the year is plotted on a timeline and
examined for any patterns. This paper examines how the effect of a data breach has affected
companies’ stock returns over the fourteen years of data. In order to help determine if there has been a
trend regarding investors’ opinions about data security over the years as it has become more prominent
in everyday lives. It appeared that the year the data breach was announced did not have a significant
effect over the timeline.
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Introduction

Any company that stores customer or employee information is at risk for a security
breach of this private information. It seems fairly common now to hear about “data breaches”,
“security hacks”, and “cyber-attacks” in the news whether it be business, government, or
personal information. Data security has turned into a buzz phrase. Since the internet boom,
essentially everyone is vulnerable to identity theft due to the increased amount of online
shopping, online banking, and online account information storage. After highlighting the major
cyberattacks of 2017, CNN quotes Mark Nunnihoven, vice president of cloud research at the
security company Trend Micro, saying there is more to come, “as we do more and more of our
business online, and as criminals realize the value of data that organizations are protecting,
we’re seeing more big-name breaches, more high profile breaches” (Larson 2017). Many
companies don’t put enough resources toward research and security to know the trends of the
reactions to a data breach or fully protect themselves from hackers. The effects of such events
can be so complex that research is just scratching the surface of the trends of a data breach.
The 2000s have been a huge time period of growth and change in the way that we go about our
daily lives. This has led to a new data security epidemic that society is trying to understand. To
end, the year 2018 was a big year for data security legislation. It was the first year that all 50
States and territories of the United States had data breach notification laws. It has been proven
that companies are impacted negatively from a data breach, but has the same negative impact
stayed consistent over the years? It seems that investor reactions each year regarding data
security breaches are worth examining for future predictions as more companies are being put
under more pressure to disclose and provide a greater degree of transparency.
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My study aims to investigate the relationship between the year that a company publicly
announced a data breach and the cumulative abnormal return for the day before, day of, and
day after the announcement CAR (-1,1). The cumulative abnormal return is a common
measurement used to examine how events impact stock returns. By comparing the cumulative
abnormal return over the 14 year period of the study, 2005-2018, I investigate to see if the CAR
(-1,1) is consistent year after year, and if the average CAR (-1,1) for the first 7 years in the study
is different from the average CAR (-1,1) of the second half of time period. This will provide
information about security breach events trends and will be able to give some insight on any
reaction trends over the years. I also separate out the data breaches that are classified as
“hacks” to examine for more trends. By examining the cumulative abnormal return (CAR), and
analyzing how the year effects the breach, the CAR (-1,1) can be used as a measure to interpret
how investor reactions may have changed over the time period.
Literature Review

A current research study, What is the Impact of Successful Cyberattacks on Target Firms,
investigates firms, and analyzes which firms are more likely to be a victim of a cyberattack, and
how these firms that do suffer attack are affected. Their research covers extensive variables to
examine which companies are the most susceptible to a data breach. The findings include “that
the more visible firms such as larger firms and firms included in the Fortune 500 list, more
highly valued firms, firms with more intangible assets, and firms with less board attention to
risk management are more likely to be attacked.” (Kamiya, Kang, Kim, Stulz, 2018) There are
many studies that shows the possible negative effects of a public announcement of a company
data breach. Previous event studies have been conducted to explore the impact of a public
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announcement of a company data breach especially in the earlier 2000s. “Such announcements
have often – but not always – had a significant negative impact”. (Acquisti, Friedman, Telang
2006). It is frequently noted in many studies that it can be hard to accurately quantify the price
that companies pay as a result for a security breach event. However, it has been stated that a
useful measure used throughout studies is to measure the stock price changes after a company
faces a significant event, like a public announcement of a data breach is measuring the
cumulative abnormal return. A decline in a company’s stock price is an indicator that the event
had an adverse consequence to the company. There are a great number of costs, such as
security upgrades, litigation costs, and fines on top of damaged brand reputation that a
company could face when dealing with the aftermath, and a stock market assessment helps
bring all these costs into one comparable measurement. Researchers have found that “the
more recent instances in their sample are associated with a stronger negative stock market
response, which they attribute to investors’ changing perceptions of security breaches over
time” (Gatzlaff, McCullough 2010). In general, the studies discuss in some capacity that the loss
in market value that companies experience as a result of a security breach type event needs
more analysis. In addition, these previous studies that were conducted used the cumulative
abnormal return (CAR) to measure the effect of the event. The abnormal returns compare the
stock return of the day to the market return of the day to examine expected returns if the
event did not occur. It is important to note that the CAR is a summation of the abnormal
returns over the time period of the event window. For my study I will calculate the annual CAR,
meaning I will take the average of the breach CARs in that year. Past event studies have all
noted that there is a need for more research, and that this is a very complex issue that
9

companies and the public have to deal with. There are many variables that can affect a
company’s outcome or consequences when it announces a data security breach.
Hypothesis
- Dependent Variable = CAR (-1, 1)
- Independent Variable = Date of the Public announcement of the company data hack
Predictions:
This research supposed that as the time periods increase, it will result in a more negative CAR.
As the time period increases closer to 2018 the trend is that companies will have an increasingly
negative market returns after the announcement of a company data breach. It appears as
though society is becoming more aware and fearful to the idea that their information is
vulnerable; therefore, this research predicts that compared to the later 2000s of the 14 year
stretch that there is a stronger negative statistically significant reaction to a company’s CAR,
after a public announcement to a company data breach in the earlier 2000s. These effects are
compounded since news is continually breaking that even companies that are in the market of
protecting private information are vulnerable to such security breaches.
Methodology

The data for this project was collected from companies that suffered a data breach from
2005-2018. The cases used in the sample regarding company data hacks came from the
website www.privacyrights.org/data-breach. Privacyrights.org is a nonprofit organization that
focuses on privacy and consumer protection. The website gives a list of types of businesses that
were attacked, and the categories selected for this study were Business-Financial + Insurance
10

services (BSF), Business - other (BO), Businesses - retail/merchant + including online retail (BSR),
and Unknown (UNKN). The list of security breaches from 2005-2018 was downloaded, the
number of data breaches that occurred in each year was counted to see how the number of
breaches reported over the years have changed. The companies that were not public at the
time of the breach, and companies that did not suffer loss of personal data were eliminated
from the data set. Once the private companies at the time of their data breach announcement
were eliminated from the data set, a second count of the number of data breaches that
happened each year was completed to compare the number of announcements each year of
companies that were public at the time, and then compared the public count to the original
total count. The study used the CAR event window of (-1, 1), one day before the date of
announcement, day of the announcement, and one day after the announcement.
The study used Bloomberg functions in excel to obtain the ending stock price of the days
before, day of, day after, and the S&P 500 return for the same dates for each separate security
breach to calculate the abnormal return for each company that suffered a data breach. The
study used the S&P 500 return as the market measure in order to have a singular consistent
measurement. Next, the historical ending price data points were obtained by using the
Bloomberg historical cost lookup formula in excel by using the company’s ticker symbol and
date that used for the calculation programmed into the formula. Once all the data points for
each company’s stock and the market of the days were obtained, the calculations were started.
. The first step to calculating the cumulative abnormal return was to find the abnormal return
for the date before, the day of, and the day after for each data breach that a company
announced. The abnormal return was found by subtracting the S&P 500 market return from the
11

stock return from each particular day. After all the abnormal returns were calculated, the next
step was to find the cumulative abnormal return for each year that is included in the study. To
calculate the CAR, first the average abnormal return from each year for each the day before,
the day of, and the day after the public announcement of a data breach was found, then the
average abnormal return from the day before, the day of, and day after an announcement of
each year was added up to give the CAR (-1,1) for each year 2005-2018. Then a histogram with
the year on the horizontal axis and the annual CAR (-1,1) on the vertical axis was made to get a
visual representation of the data. The cumulative abnormal return calculation for each year
helped to compare how the year affected the returns on the stocks after a public
announcement of a data breach, to help prove if the hypothesis is correct.
Next, the steps above are repeated for a smaller data set by just looking at the data
breaches from the total list of companies that were classified as a “hack”. To do this, the list of
data breaches from privacyrights.org with all the same requirements from above was
downloaded again, but instead this time only selected “hack” from the type of breach section.
The study used the same procedures mentioned above to calculate the annual CAR (-1,1) for
2005-2018 for “hack” data set. Next, a histogram with the year on the horizontal axis and the
annual CAR (-1,1) on the vertical axis was made to get a visual representation of the data.
A chi square analysis for both the total data set, and the “hack” data set was made that
will be used to indicate if there is a significant difference between the cumulative abnormal
return for each year. To do this, the sum of all the annual CARs (-1,1) was taken and divided by
14, which is the number of years used in this study. This was the expected return value. Then
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the expected value was subtracted from the observed value, and then squared to find each
year’s contribution to the chi-square. The chi square statistic was compared to the chi square
chart to determine if it is a significant value. To show a significant relationship between the
year that the breach occurred and the CAR (-1,1), statistically significant p value with an alpha
value of .05 and 13 degrees of freedom. The chi square analysis was used show how the general
investor reaction and the stock market may have changed over the time period, and that the
responses are not the same each year if there is a significant chi square statistic. The goal was
to show if the year of the announcement could affect the CAR of a company’s stock value.
To further analyze any trends, the mean annual CAR (-1,1) was calculated for the total
data set, and the “hack” data set. First, each mean was compared to zero using a t test to
confirm a better understanding of the overall effect of a public announcement of a data breach
over all the years. Then, a difference of means test was used to analyze how the two means
compare to each other, to help compare the two different data sets. For each of the two data
sets the mean for the first half (2005-2011) and the second half (2012-2018) was calculated. For
each of the data sets another difference of means test was conducted for each data set to see if
the mean annual CAR (-1,1) from the first 7 years in the study is statistically significant from the
mean annual CAR (-1,1) from the second 7 years in the study. The difference of means test
provided some more evidence of potential trends in the investor’s reactions over the years.
Next, the same method from above was used to do two more CAR calculations using the
total data set, one from the day before and day of the announcement of a data breach CAR(1,0), and the CAR (1) of the day after the announcement of a data breach. Again a histogram
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was made for the annual CAR (-1,0) and annual CAR (1) with the year on the horizontal axis and
the CAR on the vertical axis. These two calculations were used to compare how investors may
have reacted differently before/day of and after the date of announcement. The study
compared the 2005 annual CAR (-1,0) to the 2005 annual CAR (1), until each of the two CAR
calculations are compared for each year. The study looked to see if the annual CARs flipped
signs, indicating a reaction and a market correction. This helped draw some conclusions about
over reactions and under reactions that investors may have had.
Results

The primary hypothesis is that the year that a data breach was announced did have an
effect on the annual CAR (-1,1). It was predicted that the annual CAR (-1.1) of the later years
would have more of an effect on the company’s stock than the annual CAR (-1,1) of the earlier
years included in the study. While it was proven that the average annual CAR (-1,1) does have a
negative effect on the company’s stock. There were no clear trends found in the annual CAR (1,1) over the years of 2005-2018.
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Figure 1
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Table 1

Figure 1 shows the average annual CAR plotted for each year. It was seen that on average the
annual CAR (-1,1) is negative for the total data set. The total data set consisted of 378 data breach
announcements in the years included in the study. It is important to note that list of data breach
announcements originally consisted of over 1,000 data breach announcements, before the companies
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that were not public at the time of their data breach announcement were eliminated from the data set.
The mean annual CAR (-1,1) was -.30%, and a t-test showed that it is statistically significant at the 10%
level. The mean annual CAR (-1,1) for the first half of the data was -.19% and the mean annual CAR (-1,1)
for the second half was -.40%. After conducting a difference of means test seen in table 1 above, the
mean CAR (-1,1) of the first half, was not statistically different from each other. This indicated that it
cannot be concluded that investors acted in a different way in the earlier years in the study compared to
the later years in the study. It may be relevant to note that 2009 may have been a result of a very
pessimistic investment market at the time of the great recession, which is why its cumulative abnormal
return CAR (-1,1) appeared to be more of an outlier in the data. A robustness check was conducted to
examine what happens when the year 2009 is excluded from the data. A difference of means test was
run for the first half of the data compared to the second half of the data, excluding the breaches that
were announced in 2009, and found a t-stat of 1.68. This is significant at the 10% level, meaning that
2009 could be a bit of an outlier in this case. The difference of means in Table 7 listed in the appendix.
Figure 2
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Table 2

Figure 2 shown above showed the annual CAR (-1,1) for the companies that announced a data
breach that are categorized as a “hack” on privacyrights.org. This data set consisted of 193 public
announcements of a data breach that were categorized as “hacks”. The mean annual CAR (-1,1) of this
data set was -.65%, and after running a t test it was proven to be statistically significant at the 5% level.
After conducting a difference of means test, the mean of the total dataset CAR (-1,1) is not statistically
different than the mean of the “hack” dataset. However, the magnitude for the negative returns was
much larger for the “hack” dataset. One potential theory for the insignificance between the two means
was that the much smaller number of data breaches in the “hack” dataset versus the total dataset. The
mean annual CAR (-1,1) for the first half was -.76% and the mean annual CAR (-1,1) for the second half
was -.54%. The difference in the means from each half was not statistically significant. This indicated
that it cannot be concluded that investors acted in a different way in the earlier years in the study
compared to the later years in the study for the “hack” data set either. It may be relevant to note again
that 2009 may have been a result of a very pessimistic investment market at the time of the great
17

recession. As a robustness check to examine what happens when the year 2009 is exclude from the
data, a difference of means test was run for the first half of the data compared to the second half of the
data, excluding the breaches that were announced in 2009, and found a t-stat of 0.53. The test results
indicated that this is insignificant. The difference of means in Table 8 listed in the appendix.
Table 3

After running a chi square analysis to further investigate for a relationship, the p value was
calculated to be insignificant, seen above in Table 3. This meant that there is no significant relationship
between the year that the data breach was announced and the CAR (-1,1). There were no conclusive
trends with this test.
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Figure 3
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Figure 4
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To further investigate for trends in investors reactions. Each year’s annual CAR (-1,0), seen in
figure 3, and the corresponding year’s annual CAR (1), seen in figure 4 was examined. Returns on day (1,0) that go in the opposite direction of returns for (1) would be consistent with overreaction in that the
market moves too much initially, and then moves back in the opposite direction to correct itself. After
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comparing the two different CAR calculations for each year, it was found that 9 out of the 14 years there
were signs of overreaction with investors after a public announcement of a data breach, due to
movements in the opposite direction. This indicated that investors about 66% of the time investors are
more likely to initially overreact at reacting to the news of a data breach.
Table 4

Table 5
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After running a chi square analysis for each broken down CAR, CAR(-1,0) and CAR (1), the p
value was calculated to be insignificant. This meant that there is no significant relationship between the
year that the data breach was announced and the CAR (-1,0) or CAR (1). Unexplained variation could
play a role in the effect in the reaction after a public announcement. There were no conclusive trends
with this test.
Table 6
Date

2005

2006

2007

2008

2009

2010

2011

2012

2013

2014

2015

2016

2017

2018

# of
breaches
1

11

43

44

25

11

35

30

26

20

14

15

13

15

75

# of
breaches
2

30

141

121

68

30

100

117

118

53

45

30

48

45

330

After examining the count of the number of breaches each year for just the public companies,
next to the number of private and public companies, the public companies made up roughly a third of
the data breaches reported for the categories of businesses chosen. Note that neither of these counts
include educational institutions, government and military, healthcare providers/institutions, and nonprofits which would have added an even greater number of reported data breach; however, for these
types of companies and institutions it would be extremely difficult to measure their loss. Also note the
jump in the count for the year of 2018. One explanation for the large jump could be attributed to the
new legislation that was enacted in 2018. 2018 was the first year that all fifty states and the U.S.
territories had legislation of data breach disclosure to the public.
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Discussion
While there may not be a clear trend in the cumulative abnormal return after a data breach
over time, it is clear to see by the number of attacks that this is a persistent problem that society is
facing today, and that the magnitude of the CAR for companies that suffered a “hack” is more negative.
While the year that the announcement is made and the CAR are independent of each other, the number
attacks being reported is on the rise due to new laws and regulations. The absence of trends indicates
that data security is an issue that is ongoing. With the new laws regarding data security implemented in
2018, it appeared that the new laws had an impact on the count given the rise of the count recorded in
2018. It would be interesting to investigate in more detail in the future to examine how the legislation
continues to change and affect how and when companies are required to make an announcement and
report when they suffer a data breach. It would be interesting to look more in detail about the
differences in data legislation between the states. Would data regulation and disclosure be more
effective for the victims if it was nationally regulated? Even though all fifty states and the U.S. territories
now have legislation as of 2018, society still has a long way to go regarding data regulation and
disclosure.

Implications/Future Research
There is much more research to be done regarding data breaches and the implications that face
companies after a public announcement. It has been proven that on average companies suffer negative
consequences at the initial reaction to the event, but how do investors react over a longer period? It
would be worthwhile to investigate the CAR for a longer term. All the information regarding the initial
announcement of the data breach might not have been fully incorporated by the end of day 1. For this
reason, it would be interesting to examine a longer term CAR for evidence of a differential effect. The
key would be to find a longer term time period that allows for the information of a data breach be fully
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incorporated to the investors and public knowledge, but not too long that there could be more
conflicting factors influencing the CAR other than the public announcement of a data breach.
It would also be interesting to investigate trends in reaction to the announcement of data
breaches in the future, providing additional data that can strengthen the statistical analysis.
Additionally, this would allow an investigation of whether there is any change or development in trends
in reaction after 2018 when all fifty states and the U.S. have data breach disclosure regulation. How will
investors react differently as they hear about data breaches in a timelier manner? It would also be
interesting to also calculate longer term CARs in a few years to compare how the new data breach
legislation could affect the longer term investor reaction. How long does it take stocks to rebound after
a disclosure? Data security is a realm where we will see a lot of change and development in our life time,
and it is important for companies to be conscientious about how they handle their data to prevent these
attracts.
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